MEDIASEAL

App Gulde

Version 6.0.0

Copyright 2023 - Fortium Technologies Ltd

Information contained in this document is subject to change without notice



(™
FORTIUM

SECURING YOUR CONTENT

Fortium Technologies Ltd

www fortiumtech.com

MEDIASEAL APP GUIDE 6.0.0
https://mediaseal fortiumtech.com



https://mediaseal.fortiumtech.com/

1 TABLE OF CONTENTS

1 TABLE OF CONTENTS ........oooveeeeeetttieetiteeeeeeteeeeeeeeeeesresesseeseesssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssnns 3
b 1 = 0] 78] = - Y NS 6
2.1 IMEDIASEAL OVERVIEW .evvvveieeeeeeeeteeeee e e e e eeeetaeeeeeeeeeeeeaaaeeeeeeeeeeetaseaeaeeeeeeaaaasaaaeeeeeeaaassaseeseeeeeaassssaaeeeeeeaeasasasaeeeeeeeanstasseeeeeeeeeaasssseseeeeeennsssrsseeseeeeennssrreaeeens 6
S REQUUIREMENITS ... oeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseesesssssesessssssssssssssssssssssssssssesssessesessssssssessssssssssssssssssessssessesssssesessesssesssseesessesssessessseseessseseseseesessseseseseeees 7
3.1 WINDOWS REQUIREMENTS ..vuueettuieeetttineeettteeetaaeeetaunseesasaneessanssessunssesaanssanaeesssasssessnnssssnneesssnssessnsesssnnseesasnsesssnneessnneeesnnsesesmmsesssnneessssnsesessseerssnneeesenns 7
3.2 MACOS REQUIREMENTS et teteeeittteeeeeeeettttaeeeees e et taua e eesseestsaaaaaesesstaaanaasassesssssaanaaaaeesssssanaassssssssaanassssssesssssnnaasssssssssssannsnsssesssssnnnsssesesssssnnnnseseesssnes 7
3.3 CREDENTIALS 1ttt ettt ettt e e et e ettt eeee e e e et e seee e et aaa s eesseesasanaa e e s e e et aaamaa e e e e s e e s aasaeeee e et s s amaa e se e e s s s aaaas s eeee e s s s e amaa e eeee e s s s annsaeeeeessaannansesesssssnnnnnesesessnes 7
I | R - A - Y 1 (@ ] POt 8
4.1 INSTALL ON VWINDOWS ... e e e e e e s s e e s s s s s s s s s s sssssssssssssssnsssssssssssesssssssssssssssssssssssssssssessssssessssesssssesssssesesesssssesessseseeseeseeessseeeeeeeesseneees 8
4.2 INSTALL ON IMAC « e e e s s s e s s s e sssasssssssssssnsassssssssssssasssssssssssssesssssssssssesssssssssssssssssesesssssesessessessesseseseeeseeeeeseeeeeeeeeseeees 8
I € 1 1 (e 12X 1 = o Y 9
5.1 ACCESSING THE MEDIASEAL APP VIA THE WEB.....ciiititteeeee et ettt e e e e e ettt aeeee e e e e e et taa e eeeeee st taa e eee et ta s e eseesttaaaasaseeessasaaaasseeesssannannseseeesssnnnsesesessssnnnnnns 9
5.2 CONNECTING TO A STUDIO ettt ettt ettt ettt e e e e e et ettt eeeee e e et taaaaseesee et s s aaaaaseee et s aaaa s eeesssssaaaaaseesssaaaaaasaseeestssannasseessssaannsasseeessssnnnnsesesesssssnnnnsesesesanes 10
53 [T U LI A € LU TR 12
6 ENCRYPTOR USERS ......eeiiieeiciieeiiceeeeieeeesesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssnssssssee 13
6.1 IMANAGING ENCRYPTOR USERS.....oeieieieieieieee ettt 13
L B N O (= Te | (=N = aTel g7 o) o] U RT=] (PRSP OUPPPPPPPPPPPPPPPPIRt 14
(R IV =l [} i = gTel 07 o) fo] g1 U A= PP UPUURUPPRPN 15
(R I X oi (1 e (=l = gTel s ) (o] gL U N =) sSSP UPSRURUPPRPN 16
R BB T=Yo o3 110 ) (- N = alel gy o) (o] AU =] SRRSO 16
7 ENCRYPTOR GROWUPS.........eecececeeeccreeeiereeeeesesesesesesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssnnes 17
7.1 MANAGING ENCRYPTOR GROUPS.....cceiiiiiiieieeeeeeeee e
VA N B Gir Tl (=N = alel Y ol (o]l €] o1V ] o JNNN uuu U USRNSSR UPUT
7.1.2  EClT ENCIYDTON GIOUD ..uviieeeiiee et ettt ettt e et e e ettt e e e ettt e e e e ettt e e e e tteaeeeatteaaeeaataeeeeaassaeeeaatsseeeaaseseeeaassseeesssseeeaatsseseesesesaasseseeeassaeeeaantaeeeennsees
VAR I Xer 1Yo ) (=N = alelaY o) o]l €] (o 10/ o PSPPSR

MEDIASEAL APP GUIDE 6.0.0
https://mediaseal fortiumtech.com



https://mediaseal.fortiumtech.com/

VAR DI Yo o[\ el (=N = alelaY ol [Tl €] oTu ] o Juuu U 20

8  DECRYPTOR USERS ... eeeieietieecccteeeeceteesescteesessseeeseseseeesesssseesasssseesassstesassssessasssssasanssseesssssssssssssesesssssssssesssseesesssseesssssesesesssstesssssstesesssseesssssssessssssseessnsnnn 21
8.1 MANAGE DECRYPTOR USERS ..tteeeeutieeeeittieeeeetteeeeeitteeeeeitteeeeeiteeeeeasssaeeasasaseasasaeaassssasaassasaeeasssaeeassssaeeasssseseassaseeeasssseeaasssseeaasssseseassesaeeasaseseasseeeeasesseennsenas 21
B.T.T  INIVITE USEI ettt e ettt e e et e e e e ettt e e e etteaeeeeteeeeeeetesaeeaatseeeeeatssseeeataseseeteseeeeattseeeeattseeeeatteeeeeaateeeeataeeeeaabeeeeantreeeeatteeeeataeaaan 22

o IV D I=Tel g% o) (e U =T g X el el =] o] (o ] o [ol= 2R 24
8.1.3  ACHVAIE/DEACTIVATIE DECIYIDTON USET ...ttt e e et e e e ettt e e e ettt e e e eetat e e e eette e e e e taseeeeetaseeeeessseeeeessseseeassaeseeessseseeassseseeeasaeseennsseeaan 25

8.2 DDECRYPTOR (GROUPS ....eeeeuttteeeetteeeeetreeeeaesseeeaassseseasssseeasssssaeasssssesassssesssssssssssssssssassssessssssssssssssssssssnsssssssnssssesssssssssssssssssnssssssssssssessssssseesnssesesssssesesssenes 26
8.2.T  MONQAGE DECTYIDTON GIOUIDS .. vvvveeeeeeiieeititteeeeeeiesetrttteaeesasssssstateaaasassssssaeteassessssssssssseassssssssssssesessssssssssssseseesssssssssssssessssssssssssssessesessssssssssseeesesssssnns 26
L A G (=Te ) 1D TelaY ol (o) gl €] g o0 ] o F USSR 26
8.2.3  ECliT DECTYDTON GIOUD oeeuuvveieeeiiieeeeiiteeeeitteesettteesatteeesaseseeesassseeasasssseesasssseesasssaessssssssesasssseesanssseesasssseesssssssessnssssesasssssesanssseesenssseessnssseesensssesenssseeen 27
8.2.4 ManNAGE MEMDETS Of O DECTYIOTON GIOUD ...uuviiieeiiiieeeeieiee ettt e eeette e e ettt eeeeveeeesttaeeeesatasee e s sssesessssesessssesaanssseeeasssseeessssaseasssesesassseeesassseeeennsseeans 28

@ CREATE ATITLE ...ttt e ceeteee e et e e e e s sne e e s e s st e e s e e sssaaseesssaesesssassassasessasssseasassssessasssseesesssesesasssseesesssseesasssseesesssseesesssseesasssseesesssseessssaseesssssseesnnsssans 29
0.1, BT THIE oo ettt e et e e e et e e e oot e e e e ettt e e e eeteeeeeeateeeeeeteeeeeetteeeeeteeeeeaiteeeeeaiteeeeeaiteeeeeaiteeeeeataaeeeaiteeeeeaitaeeeeataeeeeanrees 30

TO  ENGCRYPTING FILES ... eeeieeeteeerctteeesseeeeessseeeesssseesesssstesesssstesesssseesesssssssesssstesesssssesesssssesesssssesesssssesesssssesssssssesssssssesesssssesesssssesesssssesesssssesssssssesessssesessns 31
TO.T  ENCRYPTING FILES [STUDIO) teteieuttteeeitreteeetreeeesetseeeeeetseeeeaassaeeesassaesaaasssesasasssssasassssessassssssssssessssssssssssssssessssssesssssssesssssssesssssssesssssssssssssssssssssssesssssssessnssesenns 31
10.1.1 (@1 CTe ) 1= e BN o] o BSOS UR PRSP 31
TO.T.2  ENCIYT FIIES «eveeeeeeee ettt ettt ettt e ettt e e e ettt e e s ettt e e sastbeeeeasesaaesassseaesanssaeeeasssseesasssseesassssaeeanssseesanssaeeeansssaeeanssaaeeanssseaeansssaaeanssseeesnssseeeansssnaenn 32

(O ST Yo | e g lot=Te [ @] o1 o] o Ny Nuuuuu ORI 33

TO.2  AUTHENTICATION TYPES ...tttiitieeeeeeeiiititeeeeeeeeeeeeiusteseeeseeeeaasasasasaeeesaatetssssasessessaassssssasaesesaaasssssssaeeesaaasssssssaeesesaasssssssaaeeeeaasassssssaeseeesaasssssssseeeeensssssssaeeeeenans 36
TO.3  EDIT JOB i ittt e e ettt e e e e oottt e e e e e eeeeetuaaeaeaaeeeeeaattbaaaaaeeeeaattttaaaaeaeeeaaaatattaaaaeeeeaatttbaaaaaeeeeaaatatataaeeeeeaattaaaaaaeeeeeaatarabaaaaeeeeaaaataasaaaaeeeaaaararraaaaeeeaans 37

TT  VIEWING AUDIT DATA.......ceeeeeeeetetecctteeeecrtteseeeteeeeeesaeseesssaeeeessstesesssssesesssssssesssssesesssssasesssssesesssssesessssseeessssseseessssesessssseeesssssesesssssssesssssseessssssessssssseessssnseesans 38
TT.0.2 AU Ty ES: et ettt et ettt e e e e e e et tetaaaaaeeeeeeeeettaaeaeeeeeeeeeattaasaaaeeeeeaastsaseaaeeeeeaeastaasaaaeeeeeaasstasasaaeeeeeaatetsaaeaaeeeeaantataraeeaeeeeaanaees 39
TT.T.3  FIEEI DATE [ TIMIE: ettt ettt e et e e e e b e e e eatba e e eeatbaeeeaatbeseeaatsaaeeaassseeeastsseeeaassseeeaasssesesasssesesassseseaasssesesnsssesesssbesesssbesesnssesesnssseeean 39

TT.2  EXPORTING AUDIT DATA . .ittiiiiiieieeeitteteeetteeeeeettteesetuaeeeassaaeaassaeeeasssaeeassssseeasssssesasssseesassssessssssseesasssssssanssssesasssssssssssssssasssssssenssssssssssssesessssssennsssseesnnsseeenns 40
T2 SETTINGS .....coeeiieceeeeeeieeeeeesneeeeessneeesessseeesessssessssssseesssssssesssssssesssssstesssssssesssssssesesssstesesssssesssssssesesssssesesssssesssssssesssssssesesssssesesssssesesssssesesssssesesssssesssssssesessssnessssse 41
13  DOWNLOAD CENTER.........cctiieeretieerreteeeeseteeeessseeesssssresssssssesssssssesssssssesssssssesssssssesssssssesssssssesssssssesssssssesssssssesssssssesssssssesssssssesesssssesssssssesessssesssssssssesssssassssse 42
14 OPENING MEDIASEAL PROTECTED FILES .........uuetiiiiitiieiciteeecctteeeseretesessaeesessstesessstasesssssasesssssesesssssasesssstesssssssesssssssasesssssesessssessssssssesesssssesesssssasessssessessns 44

MEDIASEAL APP GUIDE 6.0.0
https://mediaseal fortiumtech.com



https://mediaseal.fortiumtech.com/

15  COMMAND LINE TOOL......uiiiiiiiiiiiniiiintiirintiiirestisessestsssssstsssessssssessessssssessessssssssstsssessesassssesssssssstssssssssssesesss ssessessssssssssessessssssessesssessessesssessesssesessees 45

15.1  DRAG AND DROP FILE PROTECTION. ....utteutieteenreeseesseeseseasseesseesseesssesssessseassessssesssssssssssssssessseessesssessssessseasseesssesssessssssssssseessesssesssessssesssesnsesssesssessssesssesssesssens 47
15.1.1  Drag and Drop File Prot@CHON (WINQOWS) .........uee ettt e et e ettt e e ettt e e e e etta e e e eetta e e e eeateaeeeetaaeseeetsaeseeetsseseeaataeseenasseseennseeeean 47
15.1.2  Drag and Drop File Prot@CHON [MACOS] ......o et e et e e ettt e e ettt e e e e etae e e e e eata e e e eeateaeeeeasaeseeetsaeseeetsseeeeaasseseeeasseseennsaeeean 49
15.7.3  EQITING ©XISTING SNOITCUTS ..nevveei ettt ettt e ettt e e ettt e e e ettt eeeeataeeeeeatseeeaaasssaeeasssseeasssssaeaasssseeeanssaaeeassssaeeansssaeeesssaesessssseeeanssseeesssseeesnssseeens 51

T8 HELP AND SUPPORT......cueiiiiicrtictirtesrtesseesssessseesseeesaesssesssesssessstssstesssesssesssesssesssesssessssssssssssessseessessstesstesseesssesssesssessseessessssesssesssessssesstesssesssesssesssesssessseessasssees 52

MEDIASEAL APP GUIDE 6.0.0
https://mediaseal fortiumtech.com



https://mediaseal.fortiumtech.com/

2 MEDIASEAL

2.1 MEDIASEAL OVERVIEW

MediaSeal

MediaSeal® is an advanced security solution that has been specifically designed to protect
sensitive information.

Using a combination of sophisticated data encryption techniques and multi-layer access
conftrols, MediaSeal® can protect sensitive content and provide comprehensive security
auditing.

MediaSeal® keeps sensitive files encrypted whilst they are being used. It has been
designed to fit smoothly into collaborative workflows with the minimum amount of effort.
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3 REQUIREMENTS

3.1 WINDOWS REQUIREMENTS

e Requires x64 compatible Windows Operating System.
e Requires Window 7 or above

3.2 MACOS REQUIREMENTS

e Requires OSX 10.10 Yosemite or above

3.3 CREDENTIALS

e You will require your studio license and your studio account credentials.
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4 |NSTALLATION

4.1 INSTALL ON WINDOWS

Download and extract the MediaSealApplnstaller.msi file. Run the
MediaSealApplinstaller.msi and follow the on-screen instructions.

4.2 INSTALL ON MAC

@ Download and extract the MediaSeal App Install.pkg file. Run the MediaSeal App

Install.pkg and follow the on-screen instructions.

ﬁ MediaSeal Application Setup - X

Welcome to the MediaSeal Application
Setup Wizard

The Setup Wizard will install MediaSeal Application on your
computer. Click Mext to continue or Cancel to exit the Setup
Wizard.

Introduction

You will require administrative permissions to install the software.
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5 GETTING STARTED

5.1 ACCESSING THE MEDIASEAL APP VIA THE WEB

e You can access the App via the web to manage your studio and configure jobs.

Simply navigate to your https.//gs.cloud.mediaseal.com/studio/connect

Then enter your studio licence and credentials

Encrypting files, will require the App software to be installed on your local machine.
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5.2 CONNECTING TO A STUDIO

You can connect to a studio by clicking on the “Connect to a studio” button on the main entry screen or clicking the “+"
on the left-hand side menu bar.

Simply enter your studio license and click connect.

Connect to your studio

Please enter y

MediaSeal

Seamless content security
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Then enter your studio username and password and click the login button.

Q Mediaseal - [m] k4

MediaSeal

Seamless content security

Not the correct studio? Click here to choose

a new one!
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5.3 LoGgourt / QuIt

You can either logout of the MediaSeal App, which keeps the application open and enables you to connect to another
studio, or you can quit the application completely.

To logout:

= Click the Logout link in the bottom left

Created 1 Last Modified Status
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6 ENCRYPTOR USERS

6.1 MANAGING ENCRYPTOR USERS

Encryptor Users are users allowed to login to the Studio Server using the MediaSeal App. You can manage these users via
the Encryptor Users tab.

© MediaSeal

e 8 oss Encryptor Users admin °
® TmLES
X + CREATE USER
I Encryptor Users <
D First Name Last Name Email Address Created 1 Last Modified Status
& GROUPS
2 USERS
22 GROUPS
MEDIASEAL APP GUIDE 6.0.0

https://mediaseal fortiumtech.com



https://mediaseal.fortiumtech.com/

6.1.1 Create Encryptor User

6 To create a new Encryptor User:

Click on Create User

Encryptor Users / Create admin o

Create an Encryptor User
5

User Details

Enter the required details.

Select Groups this account is a member of

Click Save User

Password

Contact Details
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6.1.2 Edit Encryptor User B

. D
To edit an Encryptor User: test user Dea
m]
:csl‘vus;‘r test

test-user@test.com

Click the user in the list Groups =
Modify the required fields (Email, First Name, T i T “d

Last Name) o

Select or remove Groups this account is a member

of
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6.1.3 Activate Encryptor User

6 To activate an Encryptor User:

* Click Activate in the upper right of the screen to

change the user to active

6.1.4 Deactivate Encryptor User

e To deactivate an Encryptor User:

» Click Deactivate in the upper right of the screen

to change the user to inactive

inactive activate
deactivate active

deactivate active
inactive activate
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7 ENCRYPTOR GROUPS

7.1 MANAGING ENCRYPTOR GROUPS

Encryptor groups allow you to group together
Encryptor User Accounts.

Within each group you can set application
permissions and recipient permissions.

eeeee

Last Modified

X

- o x

+ CREATE GROUP

Status

Actions
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7.1.1 Create Encryptor Group

6 To create an Encryptor Group:

Click on Create Group

Encryptor Groups / Create

Create Encryptor Group R

A

Name and Description

Enter Name

Enter Description.

Group Permissions

Assign permissions to the group

Assign users, recipients and recipient groups
O select All
to the group - e i c
- O ca [ canEditiobs O canArchivelabs [ canCopyOnlobs
O ca O canEditTitles O canArchiveTitles

Click Save Group

O canTranscodeOnlobs

Users and Groups

MEDIASEAL APP GUIDE 6.0.0
https://mediaseal fortiumtech.com



https://mediaseal.fortiumtech.com/

@ vieaisess

7.1.2 Edit Encryptor Group . B Encrwtor Groupe/ Der e @
o

® TITLES DemO

ENCRYPTOR USERS DECRYPTOR USERS DECRVPTOR GROUPS

To edit an Encryptor Group:

Encryptor Users

[1=3 First Name Last Name Email Address Created Last Modified Status Actions

Click the group in the list
Modify the required fields
Add/remove Encryptor Users
Add/remove Decryptor Users

Add/remove Decryptor Groups

Change Group permissions
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7.1.3 Activate Encryptor Group
6 To activate an Encryptor Group:

= Click Activate in the upper right of the screen to

change the group to active

7.1.4 Deactivate Encryptor Group
6 To deactivate an Encryptor Group:

» Click Deactivate in the upper right of the screen

to change the group to inactive

inactive activate
deactivate active

deactivate active
inactive activate
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8 DECRYPTOR USERS

G In order that you can begin encrypting content that requires user authentication, you need to first invite the user to join
your studio.

You must invite the user and the user is required to accept the invitation to join the studio before you can begin
encrypting content for them.

8.1 MANAGE DECRYPTOR USERS

A MediaSeal Account is needed for users that require access to Multi-Factor Authenticated files. In order protect content
for a specific user with MFA, it is necessary to import that person into your Studio Server via MediaSeal Encryptor Client.
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8.1.1 Invite User

To invite a Decryptor user:

- o x

samin o
Decryptor Users x

USERS PENDING  REJECTED

a = Decryptor Users

® TITLES

Click on the Decryptor user icon on the left-hand

D First Name Last Name Ermail Address Created 1 Last Modiified Status

menu.

Then click Invite Decryptor User
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In the dialog screen, type the email address, first

name and last name of the user to invite.
Then click the + symbol
Repeat to add more users.

Once finished, click the invite button

Invite Decryptor Users

MEDIASEAL APP GUIDE 6.0.0
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8.1.2 Decryptor User Acceptance

After you invite the user, the end user will receive an email. The link on the email directs them to the MediaSeal registration
portal, where the user is required to log in and accept the invitation.

© MEDIASEAL

Invitation Alert

Great news, Test Studio 1 has just invited you

to join their MediaSeal server
Please accept or decline this invitation using the link below:

our Invites!

Please note: Once you have accepted this invitation, Test

Studio 1 can start protecting content for you.
Thank you for using MediaSeal to keep content secure.

Help & Support

For more information about installing and using MediaSeal, visit our support site:

MediaSeal Support

You are recieving this email notification because a MediaSeal enabled studio

would like to use your MediaSeal details to encrypt content for you. If you
believe this email has been sent in error, please let us know.

www fortium.com
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8.1.3 Activate/Deactivate Decryptor User

6 Select a User from the Decryptor Users list

e Click Activate or Deactivate deactivate
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8.2 DECRYPTOR GROUPS

8.2.1 Manage Decryptor Groups

You can group Decryptor users into a Decryptor Group. This allows you to protect content using a group rather than
managing content on a per user basis. It also enables for easier management, like granting file access or revoking
permissions when using Server authentication.

8.2.2 Create Decryptor Group

6 To create a new Decryptor Group:

Click on the Decryptor Groups section

= x
torGroups / Create e o

Create Decryptor Group

[a]

Name and Description

Users

Click Create Group

D First Name Last Name Status.

Enter a Name and Description

Assign recipients to the group

Click Save Group
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8.2.3 Edit Decryptor Group

To edit a Decryptor Group:

= Click the group in the list

*» Modify name, deactivate or activate, Add user to

group or remove a user from the group

Q Hedintes!

@ TITLES

= AuDIT

Decryptor Groups / Demo

Demo

D First Name Last Name Ermail Address

reated Last Modified Status Actions
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8.2.4 Manage Members of a Decryptor Group

6 To add members to a Decryptor Group:

Click the group in the list
Click the Add Decryptor Users button

Tick the Decryptor Users you wish to add

Click the Checkmark to confirm changes

MEDIASEAL APP GUIDE 6.0.0
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9 CREATE A TITLE

e

Before creating an encryption job, you need to

create a title.

Click on the Title icon on the left-hand menu
Click Create Title

Enter a Name for the title

Enter a Description for the title

Click on the Users and Groups to set permissions

Once finished click Save Title

Titles | Create

Create a Title

Last Name

MEDIASEAL APP GUIDE 6.0.0
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9.1.1 Edit Title

To edit a Title:

o .

Titles / Demo aamin

Demo

JOBS USERS GROUPS

Jobs

D Name Crested + Last Modified Status Actions

Click the Title in the list
Modify name, deactivate/activate title,

Add/remove user from title or Add/remove a

group from the title
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10 ENCRYPTING FILES

10.1 ENCRYPTING FILES (STUDIO)

10.1.1Create a Job

6 To create (Password), (Password+ iLok) and (Password + iLok + Server) protected files:

Jobs |/ Create

Create a Job
Click on Jobs on the left-hand menu bar

Click Create Job . 28 dm
Enter Name for the job

Select the Title e
Select Security P oy
Enter password for the job :

Select the Users and Groups you wish to add

Set any advanced options (optional)

Click Create Job Password

im

_'.
7
-0
"
7

SAVE J0B
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10.1.2Encrypt Files

- o %

To encrypt files, simply open the job that has

o el . Jobs / Demo Job “NFQ
bgen creo’req from the main jobs screen, or by B S en -
going to the fitles tab, select your title and select O 2 G

the relevant job.

) Files

File Name. size Created & Times Granted Last Accessed By

Click on the relevant job

Drag and drop the files you want to be encrypted.

Select the output folder

Wait while your files are encrypted

Drop files / folders to begin encryption
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10.1.3 Advanced Options

e To select from several advanced options please click the dropdown to the right of Advanced Options.

10.1.3.1 Batch Encoding

Batch encoding provides the ability to set authenticate all files within a batch after the first file in the batch is successfully
authenticated. If you do not set batch encoding, then each file will require independent authentication.

To encode files in a batch

= (Click Batching +

If you batch encode files, the Audit information will only report that the job was accessed. It will not report which
specific file was accessed.
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10.1.3.2 Secure Playback

Content can be protected so that it may only be accessed using MediaSeal Secure Player or MediaSeal Secure Viewer.
This option provides additional security by restricting playback to MediaSeal Secure Player or MediaSeal Secure Viewer
which is bundled as part of MediaSeal Decryptor Client software.

MediaSeal Secure Player and MediaSeal Secure Viewer are compatible with Microsoft Windows and Mac 0SX 10.10 and
above.

10.1.3.3 QR Watermark Protection

Content that is restricted to Secure Playback via MediaSeal Secure Player can have a QR code overlay containing
information about the authorised viewer during content playback.

10.1.3.4 Re-Avuthenticate Every [x] Hours

This allows the asset owner to enforce re-authentication every x number of hours. After the timeout is reached, access to
the content will be re-authenticated. Re-authentication friggers creation of an audit record, thus decreasing the time
between re-authentication requests will increase the number of audit records for file access.
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10.1.3.4.1Disable Automatic Background Authentication

This disables automatic background authentication and will require the end user to re-input the content password after the
file cache timeout setting has been reached.

By default, once a file is successfully authenticated, seamless automatic background reauthentication occurs if
the file is still in use for longer than 8 hours and every subsequent 8 hours. This does not require user interaction.

10.1.3.5 Sunset / Sunrise Time

This determines the times in which MediaSeal Users may access encrypted files. Select the fime zone from the drop down
menu. Select Sunrise date and fime from when the file can be accessed. Set Sunset date and time when the file should
have restricted access.
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10.2 AUTHENTICATION TYPES

The content can be protected using different authentication levels. These levels define the requirements that must be met
by the MediaSeal Decryptor Client user to authenticate and access the protected content.

Authentication Type Factor Level MediaSeal Authentication Requirements
1 Factor Authentication Password Only MediaSeal Decryptor Client
Multi Factor Authentication Password and iLok(User) MediaSeal Decryptor Client

MediaSeal Portal Account
iLok Account / License
Server + Multi Factor Password, iLok(User) and MediaSeal Decryptor Client
Authentication Server MediaSeal Portal Account
iLok Account / License
Connection to Zone Endpoint
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10.3 EDIT JOB

You can edit an existing job, this allows you to make selective changes to the job including changing passwords or
assigning or revoking permissions when using server authentication and modify content controls.

Jobs | Demo Job

10.3.1.1 To edit a job: Demo Job

ANALYTICS FILES USERS GROUPS

Analytics

Click the Job in the list

Last 90 days

Amend details as Required

Modify Password, Contact info, Add notes as

necessary

Add/remove users from the Users Tab

Add/remove groups from the Groups Tab

Orop files / folders to begin encryption o -
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11 VIEWING AUDIT DATA

6 You can view audit data for both types of users.

11.1.1.1 To view audit data:

» Click the Audit tab to display audit data

» Change the filters as required

Audit

2 v || Arempted v | 2023-05-01T:30

e

.......
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11.1.2 Audit Types:

Decryptor User Audit Types Audit Type: Description:
Attempted An attempt was made to access a file
Denied Access to a file was denied
Granted Access to a file was granted
Saved file with open assets A file was saved whilst protected content was open
11.1.3Filter Date / Time: 2022-02-16 1615 2022-02-16 1654
You can also filter the results by date of the audit types. B
February 2022 time
To change the date selection: Su Mo Tu We Th Fr Sa Tl

30 31 1 2 3 4 5 16:00

Click on the drop down labeled from

. . 6 7 8 9 10 11 12
Select the required date & time -
Click on the drop down labeled To 13 14 15 . 17 18 19

‘ 16:30
Select the required date & time 20 21 22 23 24 25 26

27 28 1 2 3 4 5 16:45

Today

Further Audit data is also available upon clicking on a flename from
the Audit list.
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11.2 EXPORTING AUDIT DATA

@ You can specify to export the entire report, alternatively you can select between a certain date and time.

To export audit data:

Audit B DOWNLOAD CSv

P -~ DECRYPTORS ENCRYPTORS
O CI ICk Download CSV ﬁ DOWN LOAD CSV 2 ~ || created ~ | 2023-05-0212:00 2023-06-0112:00
User Action Type Date (]
admin create Job 192168.10.98
admin create Title 192168.10.98
admin create StationGroup 10 minutes ago 192168.10.98

The saved file will be exported in Comma Separated Values
(CSV) format.
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12 SETTINGS

The MediaSeal App settings section enables you to configure your studio name, your Encrypted file prefix, the Application
theme and the encryption engine performance.

@ Medintesl —

Settings admin o

Settings

SERVER SETTINGS

Studio name

The full name of yaur

es [this value will be test

GROUPS

EMAIL NOTIFICATION SETTINGS

Notification Addresses (/3) i Verified Actions

Add up to three sddresses for receiving mail notifications

MISC. SETTINCS.
Application Theme
Select the theme aption for Dark
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13 DOWNLOAD CENTER

The MediaSeal App will always keep you up to date with the latest version. If the version you are running on is out of date
the Download Center will inform you.

@ Medintes] - o X

o~ K - Q
. ® TTLES
- X + CREATEJOB

Name Created + Last Modified Status T Actions

USERS

Wt GROUPS
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Upon clicking the Download Center button you will be greeted with a clickable link to the latest version of the MediaSeal
App. Once downloaded the latest version of the MediaSeal App will overwrite the existing one.

> MEDIASEAL

© Download the latest MediaSeal App

Windows
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14 OPENING MEDIASEAL PROTECTED FILES

6 Ensure you have MediaSeal Decryptor installed and running. To open a MediaSeal protected file:

O MediaSeal

e Authorization Request

y Open lisillz 02 szl &y euee dpplis (o An application has requested access to following encrypted file:

e Enter the Password encr-MediaSealTestCardPassword.mp4 More Details =

e Click Authorize

Please enter the file password to authorize the file access

Password:

_ Deny Auto-deny in 2:33
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15 COMMAND LINE TOOL

You will require your MediaSeal App login credentials, or a valid token generated.

You will require your server to be enabled to allow encryption using the MediaSeal CLI.

e

The MediaSeal App can be executed from the command line which can enable MediaSeal protection
to be implemented easily into existing workflows.

Options
-?|-h| --help Show help information
-v | --version Displays version

--localendpoint <LocalEndpoint>

Specify a Local endpoint override

--globalendpoint<Globalendpoint>

Specify a Global endpoint override

--license <License>

Specify License key to use with the global endpoint override

--jobid <Jobld>

Specify the ID of the job you wish to target

--outputpath <OutputPath>

Specify the output directory for encrypted files

--username <Username>

Username

--password <Password> Password
--token <Token> Token
--level <debuglerror|fatallinfo|off|tracelwarn> | Log Level

--progress <any>

Toggles command line output to true if not 0
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Example MediaSeal Command Line (Windows)

e

An example of running MediaSeal Command Line:

"C:\Program Files (x86) \MediaSeal\MediaSeal\MediaSealCli.exe" --localendpoint

https://mylocalendpoint.com ——jobid 1226 -—outputpath c:\some\output\folder\ -—-username myusername —-

password mypassword c:\some\file\to\encrypt.mpd c:\some\folder\to\encrypt

Example MediaSeal Command Line (MacOS)

e An example of running MediaSeal Command Line:

/BApplications/MediaSeal /MediaSeal .app/Contents/Resources/bin/MediaSealCli ——localendpoint
https://mylocalendpoint.com —-jobid 1226 -—outputpath /some/output/folder —-username

myusername --password mypassword \some\file\to\encrypt.mp4 \some\folder\to\encrypt

When initially opening the MediaSeal CLI on Linux OS you will need to run the command:

In -s MediaSeal-x86_64.Applmage MediaSealCli whilst inside the MediaSeal App directory.
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15.1 DRAG AND DROP FILE PROTECTION

You can use the command line feature of the MediaSeal App to automate the protection of files. MediaSeal App User
Interface is used to create a job id that can then be used in the command line. A shortcut or an Automator task can also
be created to enable drag and drop protection of files and folders.

15.1.1 Drag and Drop File Protection (Windows)
7 Create Shortcut

What item would you like to create a shortcut for?

On the Desktop right click and Select New Shortcut
This wizard helps you to create shortcuts te lecal or network pregrams, files, folders, computers, or

Click Browse and select MediaSealCli.exe from the Intemet addresses.

MedIaSea/ App insta”ation directory Type the location of the item:
| :BB)\MediaSeaI\MediaSeal\MediaSeaICIi.exe" --localendpoint https://myloci Browse...

Append any required commands.

Click Next, type a Name for the shortcut, then click | Click Next to contine.

Finish

Mext Cancel
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15.1.1.1 Windows Example shortcut with appended commands:

6 If you drag and drop files onto this shortcut, it will run a job to protect the files.

"C:\Program Files (x86)\MediaSeal\MediaSeal\MediaSealCli.exe" -—localendpoint

https://mylocalendpoint.com ——username myusername —-password mypassword ——jobid 34 —progress 1 ——output

c:\Users\Userl\
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15.1.2 Drag and Drop File Protection (MacOS)

Drag and drop file protection can be configured on macOS by creating an Automator Task.

15.1.2.1 To create an Automator script:

0 @ ® >

eoe o
Library Media Record Step Run
Launch Automator. Astona) varanis
Application receives files and folders as input
~ [illl uibrary §# Ask for Confirmation
. . 7 Calendar #2 Burn a Disc
Select Application as the type of document and oot @ Chang syt sopeaes || [ rom et 3ot -
3 Developer 8 Choose from List
1 ‘. Files..olders ¥ Copy to Clipboard Shell:  [foin/sh -] Pass input:  as arguments a
click Choose - e oy [| A2epbiezsonarmestasast metizcenl ere L i
Movies § Get Value of Varisbio myeasrvord —jobid 3 s ‘Desktep/ | “ser
1 Music & Hide AN Applications
A A HH™ - PDF: & Launch Appli
From actions list select Utilities, and then double 8 oo -
&3 Pres..ations & Move Finder items to Bin
. i J Text 4 Pause
H 3 Utilities & Print Finder It
click Run Shell Script T | G
B Recen..Added & Quit Application
$ Run AppleScript
& Run JavaScript
B Run Shell Seript
4 Run Workflow
@ Set Computer Volume
£ set value of Variable
/ spesk Text
@ spotiight
M Start Screen Saver
h m h ” . o h h . 3 System Profile
In the “Run Shell Script” change the Pass input to @ Run shellscript
as arguments and change shell to /bin/sh ot ot
Version: 203
Copyright: Copyright @ 2004-2012 Apple Inc. All rights
reserved.
ey B = =

Enter the required commands

Select File, Save
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15.1.2.2 MacOS Example shortcut with appended commands:

6 If you drag and drop files onto this Automator, it will run a job to protect the files.

/Bpplications/MediaSeal /MediaSeal .app/Contents/Resources/bin/MediaSealCli ——localendpoint

https://mylocalendpoint.com —-username myusername —-password mypassword ——jobid 34 -—outputpath

/Users/support/Desktop/Encrypted "SQ"
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15.1.3 Editing existing shortcuts

For shortcuts that have previously been created using the MediaSeal Encryptor Client there are a small number of steps to
follow to ensure compatibility with the MediaSeal App.

15.1.3.1 Windows Example shortcut with MediaSeal App commands:

You will need to modify the shortcut commands of existing Encryptor Client shortcuts to match those commands of the
MediaSeal App. Please see the following examples of an Encryptor shortcut when compared alongside the MediaSeal App

shortcut.

"C:\Program Files (x86) \MediaSeal\Encryptor\Encryptor.exe" -u myusername —p mypassword —templateid 34 —

templatetebrame Testl —output c:\Users\Userl\

"C:\Program Files (x86)\MediaSeal\MediaSeal\MediaSealCli.exe" —-username myusername ——password

mypassword ——jobid 34 ——output c:\Users\Userl\
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16 HELP AND SUPPORT

6 For the latest MediaSeal information, tutorials and solutions, please visit the MediaSeal Support Portal.

To visit our support portal, please click on the link below:

MediaSeal Support Portal

https:/mediaseal.fortiumtech.com

If you still require further information or assistance, please email the MediaSeal Support Team.

MediaSeal Support Email

support@mediaseal.com
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